Security

Highlights

Speed IT and business agility in adopting
innovative cloud applications, while
protecting business-critical enterprise
applications

Simplify and accelerate identity and
access management with automated
provisioning, web access management,
federation and more

Enhance the user experience and maxi-
mize employee productivity with secure
single sign-on (SSO) from any device

Enable greater IT efficiency by leveraging
cloud capabilities

Solution Brief

Infuse identity everywhere:
On-premises, mobile
devices, cloud applications

Gain seamless access to enterprise and cloud

applications with IBM Cloud Identity

Identity has become the cornerstone of the enterprise security agenda.

In a world of ever-changing threats and attack vectors, identity is the one
constant. It is imperative for the chief information security officer (CISO)
and the organization to know who users are and to watch what they do.

At the same time, a new C-suite executive is emerging: the chief digital
officer (CDO). The CDO focuses on driving digital business transforma-
tion both for the workforce and for external customers and business
partners. The CDO often works hand-in-hand with the chief information
officer (CIO) as well as with line-of-business (LOB) executives.

On this digital journey, identity is a critical component, allowing organi-
zations to get a better understanding of who the user is, and to engage
with that user in a secure and confident manner. To meet this need,
IBM® Cloud Identity is designed to “infuse identity everywhere.”

The IBM Cloud Identity family of identity-as-a-service (IDaaS) offerings
supports users’ requirements for the applications necessary for their jobs,
business leaders’ needs to increase productivity for a greater competitive
advantage, and I'T requirements to more rapidly respond to the needs of
the business.

Security is imperative for today’s business
platforms

For many organizations, software as a service (SaaS) is the preferred way
to run business. But in many cases, the very characteristics that make
Saa$S popular—such as the ability to provide easy access to resources for
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large numbers of people—have created insecure sprawls of
applications and data. In today’s complex technology environ-
ments, strong and reliable identity and access management
(IAM) capabilities made pervasive across the enterprise are nec-
essary to control who can access which data and applications,
and to know who is gaining this access.

IBM Cloud Identity provides a full
spectirum of IDaas$ offerings

From full IAM capabilities to simple SSO to cloud applications,
IBM Cloud Identity enhances security and productivity by
controlling access to any application from any device.

Transform the enterprise with full IAM
from the cloud

In many cases, IT lacks the infrastructure, skills and budget to
transform their IAM program into a business enabler for cloud,
mobile and social adoption. IBM Cloud Identity offers a
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comprehensive suite of IAM capabilities, enabling you to adopt
cloud for your entire JAM program. As a result, you'’re able to
reduce your ownership costs, accelerate time-to-value, and
reduce your dependence on hard-to-find security skills.

IBM Cloud Identity provides:

+ A functionally comprehensive, fully cloud-based IAM
service with deep capabilities across identity governance, web
access management and federation

+ One solution for supporting business-to-enterprise,
business-to-business and business-to-consumer use cases for
your multi-faceted user populations

+ A scalable and highly available global platform backed by
deep, global IBM expertise in security and compliance

+ Around-the-clock monitoring and a help desk available
24x7 supported by 10 global security operations centers

IBM Cloud Identity: The full spectrum of identity as a service

Transform the enterprise
with full identity and access
management (IAM) from the
cloud

Bridge from on-premises to
cloud with born-in-the-cloud
identity as a service (IDaa$S)

Converge mobile device and ..
identity management

Unify IAM between IBM and
third-party cloud applications
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Bridge from on-premises to cloud with

born-in-the-cloud IDaas

Many of today’s organizations have made a significant invest-
ment in a robust on-premises IAM solution. An ideal approach
offers a nondisruptive extension of robust enterprise IAM
technology across the full spectrum of cloud, mobile and
on-premises applications. By integrating with IBM Cloud
Identity, organizations can manage applications and avoid the
development hassles of retooling existing IAM investments

for the cloud.

Extending security policies to the cloud can help simplify access
management with automated provisioning to SaaS applications,
increase end-user productivity through SSO and increase I'T
efficiency by empowering LOB application owners to manage
user access decisions for their teams. IBM Cloud Identity
provides:

+ Simple activation, enabling organizations to protect existing
on-premises investments and bridge easily to the cloud

+ Seamless user experience for administrators and application
owners, enabling organizations to easily add new SaaS
applications with simple business rules governing who can
access what

+ Unified catalog and application portal for users and
administrators across on-premises and cloud applications

+ The ability to preserve your directory on-premises by
extending Microsoft Active Directory to cloud applications

+ Strong user authentication beyond username/password
with IBM Verify, or one-time passwords via email or SMS
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Converge mobile device and identity
management

In a recent survey, 64 percent of enterprise security stakeholders
said they were very concerned about insecure mobile
applications.! But by using capabilities of IBM Cloud Identity,
you can extend protection across cloud-based and native mobile
applications.

You now can help keep mobile workers productive and reduce
downtime for tasks such as password resets with features
including:

+ Seamless user experience with SSO to cloud applications
from desktop or mobile

+ Conditional access to prevent access from unmanaged or
noncompliant devices

+ Instant on without any installation or infrastructure

+ Flexible integration supporting existing Active Directory
and Lightweight Directory Access Protocol (LDAP)
directories

Unify IAM between IBM and third-party

cloud applications

A major benefit of the cloud is easy access to business tools,
whenever and wherever users need them. But when tools—and
the passwords they require—multiply, that benefit can turn into
a hassle. Meanwhile, I'T faces its own hassles, as many of the
cloud-based applications users want do not have built-in,
enterprise-grade security features.



IBM Cloud Identity enables you to easily extend your security
policies to cloud-based applications such as the IBM Box
content management platform, the IBM Verse™ email hosting
solution, and popular third-party applications such as Microsoft
Office 365, Concur and Workday. IBM Cloud Identity features

include:

+ Seamless user experience between IBM and third-party
applications with a single username/password

+ Delivery from the cloud with no installation or infrastruc-
ture required

+ Flexible integration that provides a cloud directory for
customers who don’t already have a user directory

Why IBM?

"To make a successful transformation to the cloud, you need
ways to integrate and extend your existing enterprise IAM
policies that can help ensure security without disrupting the
business. IBM provides true integration across mobile, cloud,
and on-premises applications, enabling lower costs and greater
operational efficiency across your enterprise. IBM Cloud
Identity delivers all of this from the cloud with no installation
or infrastructure required.

For more information

"To learn more about the IBM Cloud Identity family of
IDaaS offerings, please contact your IBM representative or
IBM Business Partner, or visit: ibm.com/security

! Larry Ponemon and Neil Jones, “10 Key Findings From the Ponemon
Institute’s Mobile & IoT Application Security Testing Study,”
SecurityIntelligence, January 2017. https://securityinteligence.com/
10-key-findings-from-the-ponemon-institutes-mobile-iot-application-
security-testing-study/

© Copyright IBM Corporation 2017

IBM Security
New Orchard Rd
Armonk, NY 10504

Produced in the United States of America
June 2017

IBM, the IBM logo, and ibm.com are trademarks of International Business
Machines Corp., registered in many jurisdictions worldwide. Other product
and service names might be trademarks of IBM or other companies.

A current list of IBM trademarks is available on the web at “Copyright

and trademark information” at ibm.com/legal/copytrade.shtml

Microsoft and Windows are trademarks of Microsoft Corporation in the
United States, other countries, or both.

This document is current as of the initial date of publication and may be
changed by IBM at any time. Not all offerings are available in every
country in which IBM operates.

The performance data discussed herein is presented as derived under
specific operating conditions. Actual results may vary.

THE INFORMATION IN THIS DOCUMENT IS PROVIDED

“AS IS” WITHOUT ANY WARRANTY, EXPRESS OR

IMPLIED, INCLUDING WITHOUT ANY WARRANTIES

OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND ANY WARRANTY OR CONDITION OF
NON-INFRINGEMENT. IBM products are warranted according to the
terms and conditions of the agreements under which they are provided.

The client is responsible for ensuring compliance with laws and regulations
applicable to it. IBM does not provide legal advice or represent or warrant
that its services or products will ensure that the client is in compliance with
any law or regulation.

Statement of Good Security Practices: I'T system security involves
protecting systems and information through prevention, detection and
response to improper access from within and outside your enterprise.
Improper access can result in information being altered, destroyed,
misappropriated or misused or can result in damage to or misuse of your
systems, including for use in attacks on others. No I'T system or product
should be considered completely secure and no single product, service or
security measure can be completely effective in preventing improper use or
access. IBM systems, products and services are designed to be part of a
lawful, comprehensive security approach, which will necessarily involve
additional operational procedures, and may require other systems, products
or services to be most effective. IBM DOES NOT WARRANT THAT
ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM,
OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

‘%(9 Please Recycle

WGS03106-USEN-00


http://www.ibm.com/security
http://www.ibm.com/legal/copytrade.shtml
https://securityintelligence.com/10-key-findings-from-the-ponemon-institutes-mobile-iot-application-security-testing-study/
https://securityintelligence.com/10-key-findings-from-the-ponemon-institutes-mobile-iot-application-security-testing-study/
https://securityintelligence.com/10-key-findings-from-the-ponemon-institutes-mobile-iot-application-security-testing-study/

	Untitled
	Security
	Solution Brief
	Infuse identity everywhere: On-premises,
	Gain seamless access to enterprise and c
	Highlights
	Security is imperative for today’s busin
	IBM Cloud Identity provides a full spect
	Transform the enterprise with full IAMfr
	Bridge from on-premises to cloud with bo
	Converge mobile device and identity mana
	Unify IAM between IBM and third-party cl
	Why IBM?
	For more information


